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Abstract

Fully Homomorphic Encryption (FHE) enables privacy-preserving machine learn-
ing by enabling inference on encrypted data, but its high computational cost limits
practical deployment. In this work, we introduce a novel approach to reduce this
overhead by encrypting only the sensitive regions of input data, known as Regions
of Interest (ROI), while keeping the rest in plain-text. Our approach leverages the
local structure of Convolutional neural networks (CNN), where computations are
spatially constrained, to ensure that encrypting a small sensitive region affects only
a limited portion of the network. We provide a detailed theoretical analysis showing
that ROI-based encryption can yield an order of magnitude speedup compared to
full encryption. Our technique enables efficient and secure inference for applications
like facial recognition, medical imaging, and document redaction, without requiring
model retraining or compromising sensitive information.

1 Motivation

Machine learning has become a transformative force across a wide range of applica-
tions, from language processing to computer vision [1]. With the rapid advancement
and widespread adoption of large language models (LLMs), an increasing number of
users rely on these systems for tasks involving sensitive personal data, such as medical
imaging, facial recognition, and document analysis [2, 3]. For instance, clinics may use
machine learning models to better understand the statistics of certain diseases, which
requires processing patients’ private data [4]. Similarly, security checkpoints often use
face recognition models, which involve analyzing sensitive biometric data [5]. While run-
ning such models locally is infeasible due to hardware constraints, these computations
are usually outsourced to remote servers, which raises serious privacy concerns [6]. The
servers are vulnerable to attacks that can compromise the user’s privacy [7]. Some ser-
vice providers may act under an honest-but-curious model, where data might be exposed.

To handle such risks, several research efforts focused on enabling machine learning mod-
els (neural networks) to run on encrypted data, ensuring that servers do not have access
to sensitive data [8]. A powerful and relevant tool used for this purpose is Fully Ho-
momorphic Encryption (FHE), a class of encryption schemes that allows computations



(mainly addition and multiplication) to be performed directly on encrypted data, with-
out ever decrypting it [9]. The idea is for the client to encrypt the data before feeding
it to the model, have the model evaluate it homomorphically, and send the encrypted
result back to the client, who can decrypt it.

Although FHE was theoretically implemented in Gentry paper [9], its practical use for
machine learning has faced several challenges. First of all, FHE schemes are inherently
inefficient, especially when applied to deep neural networks [8, 10]. Second, necessary
neural networks components such as activation functions (e.g, ReLU, Sigmoid, Tanh
...) [11] are not polynomial operations and hence not natively supported in common
FHE schemes. Third, FHE schemes often operate over integers, while neural networks
typically require floating-point precision for weights and activations [12].

2 Related Work

One of the first efforts to address these problems was CryptoNet [13] which demonstrated
the feasibility of using FHE for machine learning Inference. In this paper, Dowlin et al.
encrypted the input images pixel by pixel, fed them to a 5-layer CNN, and then de-
crypted the output. The authors used polynomial activation functions (e.g. ) because
it is FHE-friendly. They also implemented some software (using Chinese Remainder
Theorem so that the model is more precise when encoding large numbers) and hardware
(using SIMD operations) optimizations to make their model faster. Subsequent works,
such as LOLA and FHE-DINN [14, 15], introduced further optimizations and architec-
ture adaptations to improve the performance of FHE. However, a major drawback of
these approaches is the need to redesign the neural network architecture specifically to
handle encrypted data, often requiring retraining deep neural networks from scratch, a
process that takes a significant amount of time and resources.

More recently, Torus Fully Homomorphic encryption (TFHE) [16] introduced Programmable
Bootstrapping, which allows arbitrary functions (e.g., neural networks activation func-
tions) to be evaluated homomorphically using lookup tables. This scheme was later im-
plemented by Zama Al [17], enabling encrypted inference without the need for architecture-
specific retraining. However, they still suffer from a fundamental bottleneck: computa-
tional overhead. Even with hardware acceleration, FHE inference remains orders of
magnitude slower than its plaintext equivalent, limiting its usability in time-sensitive
scenarios[10, 8, 18].

In this work, we explore a complementary approach, based on Zama Al scheme [19],
to reduce the performance overhead: partial encryption of input data. Specifically, we
propose a method that encrypts only regions of interest (ROI) in the input, while leav-
ing the remainder in plain text. This is particularly effective for convolutional neural
networks (CNNs), where computation is inherently local and the presence of encrypted
data affects only a limited portion of the circuit [20, 21]. We demonstrate that in CNNs,
ROI-based encryption leads to significant reductions in circuit depth (computational
graph), gate count, and inference time, without retraining the model or compromising
the privacy of sensitive regions. To the best of our knowledge, our approach, Encrypt
What Matters, is the first to apply ROI-based selective encryption for neural network
inference in the context of fully homomorphic encryption (FHE).



3 Preliminaries

In this section, we briefly review the fundamentals of Fully Homomorphic Encryption
(FHE) and the computational model used throughout this work. Our goal is to establish
the notation and concepts needed to understand how convolutional neural networks
(CNNs) can be evaluated on encrypted data, and how partial encryption of inputs affects
the size of the resulting arithmetic circuit.

3.1 Fully Homomorphic Encryption

Fully Homomorphic Encryption (FHE) is a class of public-key encryption schemes that
allows arbitrary computations to be performed directly over encrypted data. Formally,
an FHE scheme consists of the following algorithms:

e KeyGen: generates a public—secret key pair (pk, sk).
e Enc: encrypts a plaintext m under pk to produce a ciphertext ¢ = Encyi(m).

e Eval: given a function f (consists of addition and multiplication) and ciphertexts
(c1,...,¢p), produces a ciphertext

cy = Evalpi(f(ct,. .. cn))

such that c; encrypts f(my,...,mp).

e Dec: decrypts ¢y under sk, yielding Decg(cr) = f(ma,...,mp).

To evaluate a function under FHE, the function must be expressed as an arithmetic
circuit composed of addition and multiplication gates. The main bottleneck in FHE is
multiplicative depth and the need for bootstrapping, a noise-refreshing operation that
restores ciphertext integrity at significant computational cost.

3.2 TFHE and Programmable Bootstrapping

Our work builds on the TFHE family of schemes, particularly the Concrete framework by
Zama AI[19], which provides fast implementations of programmable bootstrapping(the
procedure that refreshes a ciphertext when its noise grows too large during homomorphic
evaluation). In TFHE:

e additions and multiplications by plaintext values (scaling) are inexpensive
e ciphertext—ciphertext multiplications are significantly more expensive,

e nonlinear functions (e.g., ReLU) are evaluated through programmable bootstrap-
ping, which applies an arbitrary lookup table (LUT) while refreshing noise, which
is also expensive.

Thus, the dominant cost in encrypted neural network inference arises from ciphertext—
ciphertext multiplications and activation-function bootstraps.



3.3 Arithmetic Circuit Model for neural networks

We represent a neural network M as an arithmetic circuit consisting of linear opera-
tions (addition and scaling gates) and nonlinear activation gates (e.g. ReLU). Let Cay
(homomorphic circuit) be the circuit generated by Concrete framework [19] from M
which has multiply-by-plaintext (scaling) gates as well as programmable bootstrapping
gates (LUTSs) for nonlinear activations. For simplicity, we assume both M and C takes
x = (x1,...,2,) as input (e.g. pixel of images) and let y = M(x)

4 Owur Approach

In this work, we propose Encrypt What Matters, a method to reduce the computational
overhead of homomorphic inference by selectively encrypting only the sensitive portions
of the input, also known as Regions of Interest (ROI). The key insight is that only certain
parts of the input actually require privacy protection. For instance, in an image of a
person, the background often carries little privacy risk compared to the face.

Using our notation, traditionally one will encrypt x to get the ciphertext ¢ = (c1,...¢,) =
Enc(z) using an FHE scheme, feed it to the homomorphic model circuit Cyq then de-
crypt Ca(c) to get y, as shown in Figure 1 below [13]. The correctness of this follows
directly from the guarantees of the FHE scheme Dec(c) = Cum(x) =y

_ FHEENC | _ Feed  Jenn Homomorphic circuit

Homomorphically
evaluate

o Ciphertext

FHE DEC

A monkey sitting on a tree

Figure 1: Traditional Protocol to use FHE in machine learning inference.

In contrast, we propose to merely encrypt one part of the input while treating the
other parts as plaintext. More specifically, let us assume that we only consider x =
(1,...,xm) to be sensitive while the rest of the data x' = (zy,41,...2y,) is not. As
before, we have the model M, we will partially evaluate M on x’ to get M’, which is
modeled as an arithmetic circuit (similar to M) that takes m inputs. Now, we repeat
the traditional protocol on M’ and . More specifically, we encrypt x using FHE to get
ciphertext ¢ = Enc(X) then we evaluate and decrypt Cay (€) as shown in Figure 2 below.
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Figure 2: ROI protocol to use FHE in machine learning inference

First, we will show the correctness of our approach. Notice that M(x) = M'(Z) by
definition of partial evaluation. On the other hand, we have

Dec(€) = Cppr (%) = Cm(x) =y

Notice that the partial evaluation is very efficient since it is run on normal neural network
circuit before doing any encryptions. As a result, given that the size of M’ is significantly
smaller than that of M, we get a significant speedup since the bottleneck (evaluating
Cam on c) is now being done over Cyy, which is much smaller and hence faster.
However, this does not necessarily hold for all architectures. For instance, if M is a fully
connected neural network with several hidden layers [22], the resulting circuit M’ will
have almost the same size as M (as shown in Figure 3). Notice that only one bit of the
input is encrypted, but M’ will be the same as M except for the first layer.
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Figure 3: Fully connected neural network with single encrypted input (in red). The red
nodes represent the M’

To formally measure this, we define the Propagation of Sensitivity, which measures
the extent to which encrypted input influences downstream computations throughout
the network.

For an input = (x1,...,2,), and a model M, define the Propagation of Sensitivity of
a model M with respect to input x; as




where M’; € M is the circuit formed by the minimal set of gates in M that’s reachable
from x; (in other words, the size of M’ is the size of the circuit M partially evaluated
at x;2; = 1). We define the overall propagation of sensitivity as:

PS(M) = E[PS;(M)]

One can observe that 1

speed —

peediP > pg (M)
For example, one can show PS(MpnN) is close to 1 (as shown in Figure 3 above) and
hence our method will not yield a significant speedup.

Fortunately, by its nature, CNN minimizes the propagation of sensitivity [20, 21] as we

will show below. Approximately, we have PS(Mcnn) = (9(@) where k is the filter
size and d is the depth of the network (usually both are very small compared to n).
More concretely, let us assume that our input x is an n X n image and let & be a square
part of that image of size m x m, and that the kernel of the CNN is k x k. Notice that
each input is connected to at most 2k x 2k gates in the following layers. Moreover, each
consecutive m? input gates are connected to at most (m + 2k)? gates in the next layer,
as shown in Figure 4 below. Hence, the propagation per layer is equal to (m + 2k)2.

As a result, the second layer of M’ will be of size (m + 2k)2. More specifically, the
d" layer will be of size (m + 2kd)?, growing linearly in d. Thus, for models with more
compatible parameters (such as a lower depth), the propagation is diminished more,
obtaining better results.

Figure 4: Propagation of encrypted data from layer ¢ to ¢ + 1 in M

A separate practical challenge involves identifying which regions of the input should
be considered sensitive. One straightforward approach is to let the user to manually
blur areas they want to be protect. A more robust and automated solution is to run
a lightweight model locally to detect identifiable information (e.g. faces, license plates,
etc.) [23, 24].

5 Theoretical Analysis

In this section, we will discuss the theoretical speed up that our scheme will bring. Again,
let the input be an n x n image, for which we only want to encrypt the sensitive data
S, which we assume is an m X m square. Let the CNN have d layers and a filter of size
k x k (for simplicity we omit the pooling and the fully-connected layers).

First, there is a straightforward speedup for the Client that wants to send this encrypted



message, as they do not need to encrypt the whole n x n image, but instead a much
smaller m x m square.

More importantly, on the server side, the CNN circuit M should be partially evaluated
to get M’ which will be significantly smaller, as we will demonstrate below. Both Cay
and Cpq have addition and multiplication gates (scaling) between encrypted and clear
data, as well as activation function gates applied to both encrypted and non-encrypted
inputs, which, in the encrypted case, are evaluated via programmable bootstrapping us-
ing lookup tables which is significantly slower.

As discussed in Section 3, the fan-out of each encrypted gate (corresponding to a pixel)
in the " layer extends to neighboring gates in the (i + 1)** layers due to the local
connectivity of convolutional operations. More specifically, if S; is the set of gates in
the " layer in C that have S as one of their ancestors, then as shown in section 3,
|Six1] < (m' +2k) x (m/ 4 2k) where |S| = m x m. Hence, |S;| < (m + 2ki) x (m + 2ki).
Recall that in C, each layer will have k2 - n? scaling gates (i.e. multiplication between
encrypted data and clear data (weights)). However, in Cpy/, the (i + 1) layer will only
have k%(m + 2ki)? scaling gates.

For the addition gates, each application of a convolutional filter requires summing the
results of multiple scaling gates. These addition gates operate over encrypted data
only when the corresponding multiplications involve inputs within the encrypted region,
which grows to a size of (m + 2ki) x (m + 2ki) at the i} layer. Each addition is fol-
lowed by an activation function (e.g., ReLU as shown in Figure 1), which is the most
computationally expensive operation when applied to encrypted data due to the need
for programmable bootstrapping [16, 17]. Since there is one activation per addition, we
incur (m+ 2k(i+1))? encrypted activation function evaluations per layer, each requiring
a lookup table evaluation as described in Section 2.4.2.. Hence we have:

d—1
number of scaling gates: Z k(m + 2ki)? < kd(m + 2kd)?

number of activation gates: Z(m +2k(i +1))? < d(m + 2kd)*
i=0

As a result, we get the following comparison table:

Gate Type Normal FHE | Our Implementation
Activation Functions on ciphertext dn? d(m + 2kd)?
Multiplication (ciphertext x plaintext) kdn? kd(m + 2kd)?
Addition (ciphertext x plaintext) dn? d(m + 2kd)?

Since the bottleneck is found in the activation functions over encrypted data, we

expect to get a speedup of around m. For more explicit results, for a filter of size

3x3, a Region of Interest of size 256x256, a CNN of depth 10, and an original image of

size 1024x1024, we obtain the speedup of % ~9.



6 Conclusion

In this work, we introduced Encrypt What Matters, a novel method to reduce the compu-
tational cost of fully homomorphic encryption (FHE) inference by selectively encrypting
only the sensitive regions of input data, a strategy we refer to as Region-of-Interest
(ROI) encryption. Our key insight lies in recognizing that in many machine learning
applications, such as facial recognition, medical imaging, and document analysis where
only parts of the input actually require encryption to preserve privacy. By exploiting the
inherent locality of convolutional neural networks (CNNs), our approach substantially
reduces circuit size, gate count, and inference latency without requiring any modification
or retraining of the underlying model.

We formally analyzed the theoretical benefits of ROI encryption and showed that,

under reasonable assumptions on kernel size and network depth, our method achieves
a multiplicative speedup proportional to the ratio between encrypted and unencrypted
regions. This reduction is especially impactful in settings where only a small portion of
the input contains sensitive information, as demonstrated in our analysis.
As FHE continues to evolve toward greater usability and efficiency, we believe ROI
encryption offers a practical middle ground: preserving strong privacy guarantees where
necessary, while enabling tractable deployment of machine learning models in real-world,
latency-sensitive settings. Future work will focus on extending this approach to more
general architectures like Transformers and pruned neural networks, as well as exploring
automated mechanisms for identifying sensitive regions in unstructured data.
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